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This Anti-Money Laundering and Know Your Customer Policy and Guidelines are designated to prevent 
and mitigate possible risks of OTON Technology Limited, company with registered office at Suite 3, 1st 
Floor, La Ciotat Building, Mont Fleuri, Mahe, Seychelles (the Company) and OTON (oton.org) and its 
Users being involved in any kind of illegal activity.

Both international and local regulations require us to implement effective internal procedures and 
mechanisms to prevent money laundering, terrorist financing, drug and human trafficking, prolifera-
tion of weapons of mass destruction, corruption and bribery and to take action in case of any form of 
suspicious activity from our Users. 

KYC or Know Your Customer is the process of identifying and verifying a customer and his credentials 
so as to ensure that the services they avail are not misused. In other words, KYC is important to prevent 
identity theft, financial fraud, money laundering, terrorist financing etc.

KYC/AML checks that we do:

Document Integrity Checks

A solution for an automated verification and authentication of 
3,500 various types of identity documents from nearly every 
country worldwide. It allows to determine the authenticity and 
legitimacy as well as to ensure that the document is not forged 
or altered.

Liveness Detection 

Liveness detection analyzes a person’s biometric data using 
machine-learning algorithms. Most often, it’s associated with 
facial biometrics.

It works by utilizing a neural network, which is capable of dis-
tinguishing between real and ‘fake’ faces. The system scans 
the applicant’s face, creates a 3D Face Map, and then applies 
deep-learning to discover intricate structures in the data. 

For the user, the process typically entails staring into a camera, 
performing certain movements or completing specific tasks 
(such as pronouncing random words), depending on what’s 
required by a given solution.

Identity Checks Verification of a customer’s identity by matching his or her iden-
tity document data against the data from third party databases.

Proof of Age (or of any other 
specific status)

We verify age and other similar characteristics via document 
analysis and accessing databases and open information.

DOCUMENTS THAT WE  ACCEPT:

• High resolution scanned copy or photo of pages of a passport or any other proof of identity doc-
ument, indicating family name and name(s), date and place of birth, document number, issue and 
expiry dates, country of issue and customer’s signature; 

• Photo of a customer holding the above document; 
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We do not accept proof of identity documents that have been issued less than 1 month ago and those 
that will expire less that within 3 months. We do not accept images with any graphic corrections. We 
do not accept JPEG files of the size less than 500 KB and PDF files of quality less than 300 dpi. 

In some cases, for example for Asia where the law requires to hide unnecessary personal data, we may 
accept documents with disguised elements.

SECURITY, CONFIDENTIALLY & DATA PROTECTION 

The personal data that we accept for verification is always securely stored on the servers located in safe 
data centres of our certified service providers that undertake to preserve it as long as it is necessary 
for the clients. All persons dealing with personal data shall be officially authorized and shall undergo 
special periodical training. Our service providers hold data protection and security audits by a leading 
international expert institution. Our internal procedures are fully compliant with the UK and EU data 
protection laws, including the EU GDPR. For that, in particular, we conclude detailed Non Disclosure 
Agreements and Data Processing Agreements with all our counterparties. 

USUAL CRITERIA OF DOCUMENTS CHECKS

The document does not comply with integrity criteria: 

1. The document is damaged 

2. Photo: uneven glue joints, traces of glue around

3. A part of the document is disguised

4. The document does not contain mandatory information 

5. The text on the document is non-identifiable 

6. There is no mandatory stamp or mandatory signature 

7. The text is uneven, or abnormal, or non-standard, or letters are in wrong order or there are grammar 
mistakes 

8. There are odd inscriptions on the document 

9. The photo on the document is changed via Photoshop or similar program 

10. The customer provided a scan of a photocopy of the document 

11. The document is held by another person 

12. There is more than one document on the picture 

The document is not valid:

1. The document’s term of validity is over or will be over within one week;

2.  The document’s number, or a signature on the document, or the photo do not match those on an-
other document (where applicable) or the information from databases (where applicable) 

ENHANCED DUE DILIGENCE

Usually we apply standard KYC and AML procedures for our Users, but we also may apply enhanced 
KYC (or enhanced Due Diligence)  in the following cases: 

1. Customer risk factors: the customer is Politically Exposed Person (PEP), their family member or 



known associates; the number of transaction is 10 000 EUR or more.

2. Geographical risk factor: countries blacklisted for financing or supporting terrorist activities; coun-
tries without adequate AML/CFT systems as identified by credible sources. 

3. Other risk factors: suspicious account activity including suspicious transactions, etc.

For conducting enhanced KYC we may require to obtain additional information from our Users, including 
any additional documents to analyse the source of funds. 

PROHIBITED COUNTRIES 

We do not accept Users that are residents or domiciliary of such blacklist countries: Iran, Democratic 
People’s Republic of Korea, Iraq, Cuba, Syria, Yemen, Libya, Myanmar, Sudan, South Sudan, Afghanistan, 
Central African Republic, Eritrea, Guinea, Guinea-Bissau, Lebanon, Somalia, Zimbabwe.

Please note that residents or domiciliary of the United States of America or China; or an entity (including 
but not limited to any corporation or partnership) incorporated, established or registered in or under 
the laws of the United States of America or China may not access oton.org website, become a User, a 
Community Member and/or Member of the Community Distribution Program.

We may also restrain residents from other countries to become Users of oton.org. 
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